Someope asks /
me for images
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Your guide on what to do if

someone asks you for images



When you're a child, if someone asks you to send them
intimate pictures of yourself (nudes), they have broken the
law. They might not know they have broken the law, but that
doesn’t matter.

It doesn’t matter if you have sent any pictures or not, the
person has still broken the law when they ask you for the
pictures and that law is there to protect you no matter what.
So you can always get help.

We know from listening to children in Respected and Safe
that this happens too often, but it is never okay and we need
to do more to change it.

Remember: the law is there to protect you.

It's normal to feel really uncomfortable, worried or upset if
this happens to you online, and it's important to know that
you can always get help.

You might feel scared to tell someone about what has
happened because you $eel embarassed, or because
you’re worried about being in trouble.

But, adults Should always help you, and it’s

important to know that what has happened is not
your fault, no matter what.

WE HAVE SOME STE?S FoR You T0 FoLLOW




The Safety Steps...

Stop and Don't Delete

If someone has sent asked you for
nudes/pics, it can be difficult to
know what to do.

You might want to ignore it or delete the chat. Or it might be
in a group chat where you feel embarrassed. It's best to
simply st0P wessaging thew or that groupchat and don’t
delete 1t while you talk to someone. If you have already
deleted it try to remember the username or the group chat
name and write it down if you can. You can still block the
person and the app shouldn’t delete the messages.

Even if the messages have disappeared or you have deleted
everything, or even if it happened a while ago, you can and
should still veport what has happewed. The evidence will
still be in the app, even if you can’t see it anymore.



Report It To The Police

It's veally impoviant that we get more of
this kind of harm online reported to the &
police. It might seem like this kind of thing
happens so often it's hard to stop it. 101

But, the more we can get online harm

reported to the police, the more we can do

You can report to the police by calling 101.

You might feel more comfortable doing this with some help.
If you can, you should also tell a trusted adult. They might
also be able to help you to report to the police.

We have supported children in lots of these ™
situations, and we are heve to help you, too.

You can ask your teacher to contact us anytime, or
message us through our website.

If you really don’t feel like you can call the police, you can also
make a report on the CEOP website www.ceop.police uk.
Here, you can report using an online form where you'll have to
write down what's happened.



Tell The Platform

As well as reporting what’s happened to the
police, you can also report the incident to the
platform where it happened using in-app
reporting tools.

Usually, when you tell a platform about something that has
happened, they won't report it to the police, which is why it's
important to do that §irst.

That way the user can be stopped from doing it to someone
else, rather than making lots of other accounts (if they are
just blocked or banned).

Reassure

When these things happen, different things
can be helpful to different people, to help
them feel better and safe.

If this ever happens to you, please remember you're not
alone, many children go through similar experiences. It's
never your fault, and you don’t need to feel ashamed. It's
actually really important you get to talk to someone for
some extra support. Theve ave people who care and
want to help.




Use Your Voice Xy

Knowing about the laws that protect
you online can give you lots of power.
Sometimes it might be far more powerful
than you think to use your voice online if
someone makes you feel uncomfortable
or worried.

For example, if you know someone is breaking the law,
sometimes just saying “t will veport you to the Police”
or “that’s illegal” can make you stronger, and make a really
important difference.

Here are some of the reasons why:

It is likely to’ Theapp It might help -
cause someone moderators someone else

to stop. might notice. to spot it.

You could also use your voice to Stand up for Someone else
if you see this happening to them.

Many children haven't yet learned about the laws that
protect them online, so you can use what you know to
help each other.
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SCOTLAND

Everything that happens
to you online is important.

cybersafescotland.org




